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Anti-Fraud & Corruption Policy Statement

Darlington Borough Council is determined to maintds reputation as an Authority
which will not tolerate fraud, corruption or abueé position for personal gain,
wherever it may be found in any area of Councilvagt

The purpose of this Policy Statement is to setfoumembers and employees of the
Council the main principles for countering fraudlarruption.
The Policy statement includes:

« the scope;

« the culture and the stance against fraud and ciooryp

« how to raise concerns and report financial malpract

« the principle of having a Council anti-fraud & caption strategy;
- the responsible employee.

Elected Members, and employees, should play a &deyim counter-fraud initiatives.

This includes providing a corporate framework withiwhich counter-fraud

arrangements will function, and the promotion of arti-fraud culture across the
whole of the Council. This should provide a sourefedce against internal and
external abuse of public funds.

This Statement also reflects the principles offloeéan Committee.

Part of the External Auditor's statutory duties sreensure that the Council has in
place adequate arrangements for the preventionetedtion of fraud and corruption.
The relevant definitions are as follows;

« Fraud is the "intentional distortion of financiahtements or other records by
persons internal or external to the organisatidmckvis carried out to conceal
the misappropriation of assets or otherwise fon'gai

- Corruption is the "offering, giving, soliciting @cceptance of an inducement
or reward which may improperly influence the actadrany person”.

This Policy Statement applies to elected membergpted members of committees,
and all employees who work for the Council.




With regard to others who provide services for @muncil, the Nolan Committee
reiterated a fundamental principle in its reporttioa "Standards of Conduct in Local
Government" 1997, which was:

"Where a citizen receives a service which is paid for wholly or in part
by the taxpayer, then the government or local authority must retain
appropriate responsibility for safeguarding the interests of both the
user and taxpayer regardless of the status of the service provider".

Therefore, the Council expects that individuals aganisations (e.g.partners,
suppliers, contractors, and service providers) ithaeals with will act with integrity
and without thought or actions involving fraud atwiruption. Where relevant, the
Council will include appropriate clauses in its traots about the consequences of
fraud, bribery and corruption; evidence of suchsamte most likely to lead to a
termination of the particular contract and may leagrosecution.

The Anti-Fraud & Corruption Policy Statement anda&tgy are commended to the
Council's schools governing bodies, with the exgitgan that they will be adopted.

Culture and Stance Against Fraud & Corruption

Responsibility for an anti-fraud culture is thenpduty of all those involved in giving
political direction, determining policy and managsm The strategy should be
directed against fraud and corruption whether @tismpted against the Council from
outside or from within its own workforce.

The Council expects that Members and employeel lavals will lead by example
in ensuring adherence to legal requirements, conpracedure rules, financial
procedure rules, codes of conduct, other procedurégractices.

As part of this culture, the Council will providéear routes by which concerns can be
raised by both Members and employees, and thoselewwho are providing, using
or paying for public services.

Senior Management is expected to deal swiftly amaly with those who defraud the
Council or who are corrupt. The Council, includidgmbers, senior management and
governors, should be robust in dealing with finahoialpractice.

The Council also has in place two Committees wimoseitoring roles are relevant

- The Standards Committee, which sets and monitarglatds of conduct, and
includes independent members who are neither Clbansanor Employees.

- The Resources Scrutiny Committee which scrutinisesvay in which the
Council's Financial and Human Resources are céoatrand deployed.

Raising Concerns

Although this document specifically refers to fraand corruption, it equally applies
to all financial malpractice. This includes a widage of irregularities and criminal
acts that are financial or finance-related. It uigs, for example, the criminal acts of




theft of "property”, which includes all assets aagh; false accounting; obtaining by
deception; pecuniary advantage by deception; coenpliuse and computer crime.
Also, it includes bribery and corruption. Employeesl Members can be exposed to a
number of "pressures”, from contractors, landlortt& public etc. to act in a
particular way in a particular case; this may iweol'favouritism” regarding the
access to all kinds of services and benefits (grgnts, awards, benefits, council
housing, or gaining contracts, planning permissaio.).

Members and employees are an important elementeirCouncil's stance on fraud
and corruption, and they are positively encouragediexpected to raise any concerns
that they may have on these issues where they sm@ciated with the Council's
activity.

Employees should normally raise concerns thorobgir immediate manager, who
will inform the Director of Corporate Services atideir Director, if different.
However it is recognised that they may feel inl@bitn certain circumstances. In this
case, employees and members should contact dithélhief Executive, the Director
of Corporate Services or the Borough Solicitor. Qmncil's Confidential Reporting
("Whistleblowing™) Policy gives further guidance drow to raise concerns and it
gives details about the support and safeguardsatieadvailable to those that do raise
concerns.

Concerns will be treated in confidence, properlestigated and dealt with fairly.
There is, of course, a need to ensure that anysiigation process is not misused,
therefore, any internal abuse, such as raisingcioab or vexatious allegations, may
be dealt with as a disciplinary matter.

Anti-Fraud & Corruption Strateg

This Policy Statement forms an important part o@ #nti-Fraud & Corruption
Strategy by setting out the tone, culture and etgpienis of the Council, as part of the
corporate framework.

The Strategy itself details such key features asctirporate framework, prevention,
detection and investigation, training and detereenc

The Responsible Officer

Under Section 151 of the Local Government Act 1@r2 Regulation 5 of The

Accounts and Audit Regulations 2003 (S.I. No.53Be "Responsible Financial

Officer" (i.e. the Director of Corporate Services)responsible for ensuring that the
Council has control systems and measures in placeniable the prevention and
detection of inaccuracies and fraud, and the gliditreconstitute any lost records".
An Anti-Fraud & Corruption Policy Statement anda®gy helps towards discharging
part of this responsibility.

Also, under Regulation 6 of The Accounts and Aurigulations 2003, the Council
has delegated to the Director of Corporate Seryitesresponsibility for maintaining
"an adequate and effective system of internal aaotlithe Council's accounting
records and its systems of internal control in ataoce with proper internal audit




practices", together with the statutory right ofcess to documents, records,
information and explanations considered necessauthét purpose.
Accordingly, the Director of Corporate Serviceslwil

+ take overall responsibility for the maintenance apdration of this Policy;

« maintain records of financial malpractice, inclugliconcerns and allegations
received; matters arising from audits; investigatiand evidence; and the
outcomes;

« report as necessary to the Council

Anti-Fraud & Corruption Strategy

1.1 The Council's Anti-Fraud and Corruption Strgtdg based on a series of
comprehensive and inter-related procedures desigoedeter, frustrate, or take
effective action against any attempted fraudulemoorupt acts affecting the Council.

1.2 An effective Strategy will require support aasdhe Council and involves:

« A Corporate Framework;

- Prevention (of error, irregularities, fraud andraption);
« Detection and Investigation;

« Training;

- Deterrence.

2. Corporate framework

2.1 The Corporate Framework requires a whole rarigegh level component parts,
if it is to contribute to the Council having an edffive counter-fraud strategy, and
some of the key ones include:

« An Anti-Fraud & Corruption Policy Statement whichmpghasises the
importance of probity to all concerned;

- Member support;

» Codes of conduct for Members and Employees;

« Protocol for Members on Gifts and Hospitality

« Proceeds of Crime Act (Anti-Money Laundering) Pglic

- Confidential Reporting ("Whistleblowing™) Policy, nd Complaints
Procedures;

- Benefits Anti-Fraud Policy, Strategy and SanctiBo$icy.

« Contracts Procedure Rules and Financial ProceduiesR

« IT Security Policy

« Sound internal control systems, procedures andhielirecords;

- Effective internal audit;

- Effective recruitment procedures;

« The Council's Disciplinary Procedure;

« The Regulation of Investigatory Powers (RIPA) Pchae

- Clear responsibilities, accountabilities and stadsta




+ Induction and training.

3.1 Within the overall corporate framework there ar number of key people and
measures which can help in the prevention of fiaud corruption, and these are:

« Employees of the Council;

- Members;

+ Internal Control Systems;

«  Combining with Others to Prevent and Fight Fraud.

Employees of the Council

3.2 A key preventative measure in the fight agafreaid and corruption is to take
effective steps at the recruitment stage to esfabhs far as possible, the previous
record of potential employees, in terms of theogorety and integrity. In this regard,
temporary staff should be treated in the same nraaspermanent employees.

3.3 Employee recruitment should be in accordande priocedures laid down by the
Head of Human Resource Management. Whenever pesgibtten references should
be obtained with specific assurances regardingktieavn honesty and integrity of
potential employees before formal employment oféeesmade.

3.4 All employees must abide by the Council's CofleConduct for Employees,
which sets out the Council's requirement on persomaduct. This Code forms part
of the Employee Handbook and is referred to in Gdintracts of Employment.
Employees of the Council are expected to follow eogle of conduct related to their
personal Professional Institute.

3.5 The Council has in place employee disciplinprgcedures. Any breach of
conduct will be dealt with under these proceduresraay result in dismissal.

3.6 Employees are reminded under the Council'sr@atist Procedure Rules that they
must operate within Section 117 of the Local Gowent Act 1972, regarding the

disclosure of pecuniary interests in contractstiredato the Council or the non-

acceptance of any fees or rewards whatsoever tihaartheir proper remuneration.

These requirements are set out in the Council'® @&onduct for Employees.

3.7 The Borough Solicitor is the appointed MonitgriOfficer in line with the Local
Government and Housing Act 1989. As part of thie,rthe Borough Solicitor has
overall responsibility for the maintenance and apen of the Authority's
Confidential Reporting (“Whistleblowing”) Policy.

Members

3.8 Members are required to operate within:

« The Councils Code of Conduct for members;
« Local Authorities Members' Interest Regulations299I1 618); SI 1996/121.5




« Council Rules of Procedure.

3.9 These matters and other guidance are speljfibabught to the attention of
Members at the induction course for new Members aral in each Member's
Handbook; they include rules on the declaration asgistration with the Chief
Executive of potential areas of conflict between nibers’ Council duties and
responsibilities and any other areas of their peakor professional lives.

3.10 The Authority has in place a Standards Coremitivhich promotes high
standards of member conduct and assists membebséove the code of conduct.

Internal Control Systems

3.11 The Council has Contracts Procedure Rulesan€ial Procedure Rules and
various rules and codes of conduct in place thatige a requirement on employees,
when dealing with the Council's affairs, to acagtordance with best practice.

3.12 The Director of Corporate Services has a wtiatuesponsibility under Section
151 of the Local Government Act 1972 to ensure phaper arrangements are made
for the Council's financial affairs. In addition,nder the Accounts & Audit
Regulations 2003 as the "responsible financiateffi, he is required to determine the
accounting control systems which include:

« "measures to enable the prevention and detectioraoturacies and fraud",

« "identification of the duties of employees dealwdh financial transactions
and the division of responsibilities of those enyples in relation to significant
transactions".

The latter requirement is a key control in the preion of impropriety.

3.13 The Council's aim is to have sound financygtems and procedures which
incorporate efficient and effective internal cotgroAs part of the Strategy, the
"separation of duties" should be considered asnalamnental control in systems,
especially when involving significant transactions.

3.14 Under the Council's Financial Procedure Rubisgctors are responsible for
ensuring that adequate controls are in place. Mistemce, appropriateness, and
effectiveness of these internal controls is indejgetly monitored and reported upon
by the Council's Internal Audit Section.

Combining with Others to Prevent and Fight Fraud

3.15 The Council is committed to exchanging infaiiora with other local and
national agencies in order to identify and prevesuid. Such activity is carried out in
full compliance with the Data Protection Act 199&lawith the Code of Practice for
National Fraud Initiative Data Matching Exercisesdancludes providing payroll
information to other agencies for data matchingppses. Any employee found to be
perpetrating fraud on another local or nationalnageis liable to face disciplinary
action where this has implications for the Cousctfust and confidence in the
employee. In certain cases disciplinary action @dehd to dismissal.




3.16 The Council operates the Verification Framéw(vF) in line with central
government initiatives to reduce benefit fraud.

3.17 The Council also participates in an intelligengathering, collation and
dissemination service on fraud and corruption knaagnthe National Anti-Fraud
Network (NAFN) and is a member of the Chartereditute of Public Finance and
Accountancy (CIPFA) Better Governance Forum.

4. Detection and Investigation

4.1 It is the responsibility of Directors and theianagers to prevent and detect fraud
and corruption.

4.2 In addition, Internal Audit and External Audiill liaise closely and implement a
cyclical programme of audits which will test foaérd and corruption.

4.3 However, despite the best efforts of managacds auditors, many frauds are

discovered by chance or "tip-off". It is often thiertness of employees and the public
that enables detection to occur. In such case tlsem requirement within the

Council’s Financial Procedure Rules to inform theettor of Corporate Services.

4.4 The Anti-Fraud & Corruption Policy Statementyides a clear path for raising
concerns and facilitating "tip-offs”, and the fraresponse arrangements, outlined in
this Strategy, enable such information or allegetito be properly dealt with. The
Council's Anti-Money Laundering and Confidential fReting"Whistleblowing"
Policies also gives advice on how to raise a caneed the safeguards and support
that are available to those who raise concerns.

4.5 All Allegations of fraudulent activity notifiedo the Director of Corporate
Services are considered by Internal Audit. Some faflewed up with a full
investigation, others are better dealt with as aagament issue. However, in order
that appropriate action can be taken in each taseital to;

« report allegations swiftly

- record all evidence that has been received,;

« ensure that evidence is sound and adequately gegpor

- make secure all of the evidence that has beenctedlp

- refer, where appropriate, to the Council’s discigtly procedures;

4.6 Reporting suspected irregularities is essemtidhe Anti-Fraud and Corruption
Strategy and ensures:

- consistent treatment of information regarding frand corruption;

« proper investigation, if necessary, by an indepeh@ad experienced audit
team;

+ the optimum protection of the Council's interests.

4.7 Depending on the nature and anticipated exdktite allegations, Internal Audit
will normally work closely with management, HR, &gtc., and other agencies, such
as the Police. This is to ensure that all allegati@and evidence are properly




investigated and reported upon, and where apptepn@aximum recoveries are made
for the Council.

4.8 The Council's disciplinary procedures will sed to the fullest extent where the
outcome of the Audit investigation indicates thaufl has taken place.

4.9 Where financial impropriety is discovered, tbeuncil's presumption is that the
Police will be called in. The Crown Prosecution\&a¥ determine whether or not a
prosecution will be pursued. Referral to the Poige matter for the Director of
Corporate Services and the relevant Director. \t&riemployees will be consulted
during investigations and the Chief Executive Wwel kept informed of referrals to the
Police. Referral to the Police will not inhibit amt under the disciplinary procedure.

4.10 The Council's External Auditor also has powersndependently investigate
fraud and corruption, and the Council can use dmgices for this purpose too.

5.1 The Council recognises that the continuing esgcof its Anti-Fraud and
Corruption Strategy and its general credibilitylwliépend largely on the effectiveness
of programmed training, communication and resparsgs of employees throughout
the organisation.

5.2 To facilitate this, the Council supports th@aept of full induction, training and

follow-up training; this applies particularly to @hoyees involved in internal control

systems and financial and finance-related systémsnsure that their responsibilities
and duties in this respect are regularly highlightend reinforced, and to casual,
temporary and agency staff, who may not be awarthehigh standards of probity
that are required in the public sector.

5.3 The Council intranet will be utilised to proraahe Anti-Fraud and Corruption
Policy and Strategy and associated documents, gwoes and information.

5.4 The review of the Council's internal contrasteyns and the investigation of fraud
and corruption centres on Internal Audit, apartfrthe investigation of fraudulent
Housing Benefit claims which rest with Housing Bitsenvestigation Team.

5.5 The employees involved in the review of intérre@ntrol systems and
investigative work should be properly and regulargined; the training plans of
Internal Audit and the Housing Benefits Investigati Team will reflect this
requirement.

6.1 There are a number of ways to deter potentaldsters from committing or
attempting fraudulent or corrupt acts, whether they inside and/or outside of the
Council, and these include:




« Publicising the fact that the Council is firmly segainst fraud and corruption
and states this at every appropriate opportunig/g:, clause in contracts,
statements on benefits claim forms, website, pabbas etc.;

« Acting robustly and decisively when fraud and cption are suspected and
proven - e.g., the termination of contracts, disalisprosecution etc.;

- Taking action to effect the maximum recoveriestf@ Council - e.g. through
agreement, Court action, penalties etc.;

- Having sound internal control systems, that stibhva for innovation, but at
the same time minimising the opportunity for frad corruption.

- The operation and advertising of a Benefit Fraudlirie

7. Conclusion

7.1 The Council has in place a clear network ofesys and procedures to assist it in
the fight against fraud and corruption. It is detered that these arrangements will
keep pace with any future developments, in bothigoréon and detection techniques,
regarding fraudulent or corrupt activity that maffeet its operation or related
responsibilities.

7.2 To this end, the Council maintains a continuousrview of such arrangements,
in particular, through the roles of the Monitori@ficer and Director of Corporate

Services, the Contract and Financial ProceduresRgledes of Conduct and various
codes of financial practice, accounting instructiamd audit arrangements

7.3 Both the Policy Statement and Strategy wilshbject to review annually by the
Director of Corporate Services to ensure that tieayain current.

Proceeds of Crime Act (Anti-Money Laundering)
Policy

1. Introduction

1.1 The Proceeds Of Crime Act 2002, Money LaundeRegulations 2003 and other
recent legislation impose significant new burdemg.ocal Authorities to
recognise and report "money laundering” by thosg treal with.

1.2 The Acts have broadened the definition of mdaagpdering and increased the
range of activities caught by the statutory conrainework; in particular, the

duty to report suspicions of money launderingiisrggthened and criminal sanctions
imposed for failure to do so.

2. What is Money Laundering?

2.1 Money laundering is an act falling within seati340(11) of the Proceeds of
Crime Act 2002 (POCAMoney laundering is now interpreted very widely and
includes possessing, or in any way dealing with, @oncealing, the proceeds of
any crime.




Organised Money Laundering

2.2 This is what is typically thought of as monayndering and involves organised
crime and providing a legitimate cover for crimifiahds. The aim is for the money to
get into the financial mainstream, and thereforgytfunds appear to come ‘clean’.
There are many different methods, from the purclégeoperty and luxury goods to
the creation of ‘shell’ companies.

Smaller Scale Money Laundering.

2.3 This occurs whenever money generated by csmpéaced in the economic
system, i.e. any type of property crime is likedyiivolve money laundering.

To most people who are likely to come across it dre affected by it, money
laundering involves a suspicion that someone theynkw, or know of, is
benefiting financially from dishonest activities.

3. What duty does the Council have?

3.1 The Council must reflect the principles of tieigislation by the establishment of
internal procedures to prevent the use of theirises for money laundering and by
the appointment of a Money Laundering Reportinfic@f (MLRO).

Money Laundering Reporting Officer.
3.2 The officer nominated to receive disclosurezudinoney laundering activity

within the Council is the Chief Internal AuditorriBn James. He can be contacted as
follows:

Brian James

Chief Internal Auditor

Audit Services

Darlington Borough Council
Corporate Services Department
Town Hall

Darlington

DL1 5QT

Tel; 01325 388140 Ext 2140
Email ; brian.james@darlington.gov.uk

In the absence of the MLRO, the Audit Managers are authorised to deputise for him.
Dawn Barron tel 388141 Paula Coxon tel 388104 Brian McGuire tel 388142.

Client Identification for Relevant Business

3.3 In addition to appointing a MLRO, the legistetimainly concerns the Council’s
‘relevant business’ of accountancy and audit ses/iand the financial, company and
property transactions undertaken by Legal Senticaisare provided ‘by way of
business’ to third parties.




3.4 Legal, Finance, Accounting and Audit staff miadiow the procedures set
out in Appendix 1 in order to ascertain the trueniity of clients and ensure
record keeping procedures (e.g. for evidence aftifeobtained, details of
transactions undertaken, for at least 5 yearsvedirels).

3.5 Legal Services are subject to particular piowis applying to the legal profession
and these are set out separately in Legal Serpiroegdure notes.

4. Duties upon all members of staff

Criminal Offences

Potentially any employee could commit a criminal dence if they suspect money
laundering and either become involved with it in sme way and/or do nothing
about it.

4.1 The principle offences of money laundering uribe legislation are:

« Concealing, disguising, converting, transferringemoving criminal property
(Section 327)

« Being concerned in an arrangement which a persowsimor suspects
facilitates the acquisition, retention, use or colndf criminal property by or
on behalf of another person (Section 328)

« Aquiring, using or possessing criminal propertyai®m 329)

4.2 However there are also two further ‘third paotyences that relate to the
suspicion or knowledge that money laundering ign@gbklace, and these are the ones
that members of staff are more likely to commit:

- Failure to disclose one of the principle offences

« Tipping Off — where someone informs a person whorisuspected of being
involved in money laundering, in such a way asettuce the likelihood of
their being investigated, or prejudicing an invgstion.

To comply with the legislation all staff are required to follow the reporting
procedure set out in this policy if they have knowddge of or suspicion of money
laundering taking place.
4.3 Recognising Money Laundering.
At all times staff should:

« be wary of unusually large cash transactions;

- be wary of the absence of an obvious legitimatecsoaf funds

« be alert to the possibility of money launderingabglient or a prospective
client;

4.4 Possible signs of money laundering are seinoppendix 2.




5. Reporting Procedure

5.1 Where you know or suspect that money laundextigity is taking place (or has
happened) you must immediately notify the MLRO lo@ form set out in Appendix

3. If you do not immediately notify the MLRO thenwymay be liable to prosecution.
5.2 You must still report your concerns, even ifi yaelieve someone else has already
reported their suspicions of the same money laumglactivity.

5.3 After reporting:

« you must not make any further enquiries into thét@ngourself and you must
assist the MLRO as requested,;

« at no time and under no circumstances should yare\any suspicions to the
person(s) whom you suspect of money launderingratise you may commit
a criminal offence of “tipping off”. Be very cardfwhat you say; preliminary
enquiries of a client to obtain more informatiorg(econfirm their identity,
clarify the source of funds) will not amount togipg off unless you know or
suspect that a report has been made;

« You should not record on a client file that the MRRas been notified -
should the client exercise their right to see tlee then such a note will
obviously tip them off to the report having beend@mand may render you
liable to prosecution. The MLRO will keep the apmiate records in a secure
manner. Such disclosures to the MLRO will be priatédn that they will not
be taken to breach any restriction on the discosfiinformation.

5.4 You should be aware that:

«  If you deliberately shut your mind to the obvioysu will still be responsible
under the legislation.

« Although you do not need actual evidence moneydating is happening,
mere speculation or gossip is unlikely to be sigfitto show ‘knowledge or
suspicion’.

- The legislation covers the proceeds of any crimanatter how minor and
irrespective of the size of the benefit gained.

6.1 The MLRO will:
- Advise you of the timescale within which he expdotsespond to you;

- will consider the form and any other available intd information he thinks
relevant;

« undertake such other reasonable inquiries he tlapgsopriate;

« seek specialist legal and financial advice (if appiate);




« once the MLRO has evaluated the disclosure reparaay other relevant
information, he must make a timely determinatioouwtbmoney laundering, as
to whether:

- there is actual or suspected money laundering ggiece; or
- there are reasonable grounds to know or suspddsttiee case; and

« whether he needs to seek consent from the Serimen@ed Crime
Agency (SOCA) for a particular transaction to pexte

6.2 If so then the MLRO must disclose this as sa®practicable to the SOCA (the
Serious Organised Crime Agency) on their standgpdnt form and in the prescribed
manner, unless there is a reasonable excuse fediaolosure to the SOCA (for
example, if you are a lawyer and you wish to cl&gal professional privilege for not
disclosing the information).

6.3 All disclosure reports referred to the MLRO aedorts made by the MLRO to
SOCA must be retained by the MLRO in a confiderftialkept for that purpose, for
a minimum of five years.

6.4 The MLRO commits a criminal offence if he oedtnows or suspects, or has
reasonable grounds to do so, through a disclosing lmade to him or her, that

another person is engaged in money laundering armat bhe does not disclose this as

soon as practicable to the SOCA.

6.5 The MLRO should always consult the Borough &olr in complex or difficult
cases.

Please take prompt and proper action in accordanceith this Policy if you have
any suspicions and if you have any concerns whats@s regarding any
transactions then you should contact the MLRO as ywocan be held criminally
liable for a number of offences.

7. Review of this Policy

7.1 This Policy will be reviewed and updated antyals necessary, by the Chief
Internal Auditor.

|dentification procedure and record keeping
procedures for financial services, audit and legadtaff

The procedures set out in this Appendix apply tar@d Employees conducting
‘relevant business’ (set out below) and these amlywaccountancy and audit

services carried out by Financial Services andagefinancial, company and property

transactions undertaken by Legal Services.




“Relevant” for the purposes of the legislationhie provisionby way of businesof:

« advice about the tax affairs of another person bgdy corporate;

« accountancy services by a body corporate;

« audit services;

- legal services by a body corporate which involvagicipation in a financial
or real property transaction (whether by assistingye planning or execution
of any such transaction or otherwise by actingdoign behalf of, a client in
any such transaction);

« services in relation to the formation, operatiommanagement of a company
or a trust.

B. Identification Procedure

Where the Council is carrying out relevant busin@lss provision of accountancy,
audit and certain legal services ‘by way of busshés third parties) and:

a) forms an ongoing business relationship withent| or

b) undertakes a one-off transaction involving payiri®y or to the client of
15,000 Euro (approximately £10,000) or more; or

c) undertakes a series of linked one-off transastimvolving total payment
by or to the client(s) of 15,000 Euro (approximat&l0,000) or more; or

d) it is known or suspected that a one-off traneacfor a series of them)
involves money laundering;

Then this Identification Procedure must be followedfore any business is
undertaken with that organisation or person. Far pinocedure, you must obtain
satisfactory evidence of identity, as soon as malsle after instructions are received
(unless evidence has already been obtained). Phigea to existing and new persons
or organisations, but identification evidence i¢ required for matters entered into
prior to 1 March 2004.

Satisfactory evidence is evidence which:

- is capable of establishing, to the satisfactiothefperson receiving it, that the
client is who they claim to be; and
« does in fact do so.

Evidence of identity should be obtained as follows:

1. Signed, written instructions on official lettedd at the outset of a particular matter.
Such correspondence should then be placed on thmcTe file along with a
prominent note explaining which correspondence titorss the evidence and where
it is located.

2. If you are undertaking work for a new personsooganisations or further
instructions from a person or an organisation nell Wnown to you, then you may
also wish to seek additional evidence of the identif key individuals in the
organisation and of the organisation itself, foample:




« checking the organisation’s website to confirmbhsiness address;

- attending them at their business address;

« asking the key contact Employee to provide evideri¢heir personal identity
and position within the organisation; for examp@med, written confirmation
from their Head of Service or Chair of the relevarganisation.

If satisfactory evidence of identity is not obtained at the outset of the matter then the
business relationship or one off transaction(s) cannot proceed any further until this
becomes available.

The law states that particular care must be takegnvihe person or organisation that
is paying you to do work or who the council is aeat for, is not physically present
when being identified: this is always likely to thee case for the Council, given that
its relevant business can only be undertaken fogrdbcal authorities and designated
public bodies (not individuals) and therefore instrons will usually be given in
writing.

There are a limited number of exceptions wheretifiestion evidence does not need
to be obtained, for example evidence is not requiveen a purchaser of property is
represented by a legal professional (eg solicikgral executive, licensed conveyancer
etc): this is because we are entitled to presumaethe professional has complied
with the legislation and checked the purchasegsitidy (as their own client).

General guidance on money laundering legislatioggssts that fairly rigorous
identification checks should be made: for exampierelation to an organisation,
evidence should be obtained as to the identity ey kndividuals within the
organisation along with evidence of identity of thesiness entity and its activity.

You will see, however, that the Council’s Clienefdification Procedure provides for
only the most basic of identity checks — signedjttem instructions on the
organisation in question’s headed paper at theesbofsa particular matter. This is not
because client identification is not important, betause of the need to introduce a
procedure that is workable, appropriate to theneadfithe Council as an organisation
and proportionate to the risk to the Council of eymaundering, which has been
assessed as low.

C. Recording Keeping Procedures

Each unit of the Council conducting relevant bussnenust maintain records for at
least five years from the end of the businessioglghip or one-off transaction(s) of:

- identification evidence obtained; and
- details of all relevant business transactions edrout for those persons or
organisations for whom we have obtained evidence

This is so they may be used as evidence in anyegukest investigation by the
authorities into money laundering.

The precise nature of the records is not prescripedaw however they must be
capable of providing an audit trail during any istigation, for example




distinguishing the person or organisation and éhevant transaction and recording in
what form any funds were received or paid.

In practice, Council business units will be routyn@aking records of work carried
out for persons or organisations in the courseoafal business and these should
be sufficient for this requirement.

Possible signs of money laundering

It is impossible to give a definitive list of wayswhich to spot money laundering or
how to decide whether to make a report to the MLRI@ following are types of risk
factors that may, either alone or cumulatively wibther factors, suggest the
possibility of money laundering activity:

General

« A secretive client: e.g., refuses to provide retpeegformation without a
reasonable explanation;

« Concerns about the honesty, integrity, identitjocation of a client;

- lllogical third party transactions: unnecessarytirayor receipt of funds from
third parties or through third party accounts;

« Involvement of an unconnected third party withagital reason or
explanation;

- Payment of a substantial sum in cash;

+ Significant overpayments by a client and the subsegrequests for refunds;

- Absence of an obvious legitimate source of the $und

« Where, without reasonable explanation, the sizieireand frequency of
transactions or instructions (or the size, locatiotype of a client) is out of
line with normal expectations;

- A transaction without obvious legitimate purposevbich appears
uneconomic, inefficient or irrational;

- Refunds following the cancellation or reversal ofearlier transaction;

+ Requests for release of client account detailsrdttan in the normal course
of business;

« Poor business records or internal accounting ctstro

« A previous transaction for the same client thatlheen, or should have been,
reported to the MLRO.

Property

« * Unusual property investment transactions if themeo apparent investment
purpose or rationale;

« Re property transactions, funds received for depasiprior to completion
from an unexpected source or where instructiongjiaen for settlement
funds to be paid to an unexpected destination.




Reporting Forms
CONFIDENTIAL

Report to Money Laundering Reporting Officer re money laundering activity
To: [ ] Money Laundering Reporting Officer

From: .o
[insert name of employeg]

DIrectorate: .......coovii i Ext/Tel
NO: ..o iiiviieiieiieeee e en el [ INSEXE pOS title and Business Unit)

DETAILS OF SUSPECTED OFFENCE:

Name(s) and address(es) of person(s) involved:
[if a company/public body please include details of nature of business|

Nature,value and timing of activity involved:
[Please include full details e.g. what, when, whieosy. Continue on a separate sheet
if necessary]

Nature of suspicions regarding such activity:
[ Please continue on a separ ate sheet if necessary]

Has any investigation been undertaken (as far as yaare aware)?
Yes/No
If yes, please include details below:




Have you discussed your suspicions with anyone €bse
Yes/No
If yes, please specify below, explaining why suchsdussion was necessary:

Have you consulted any supervisory body guidance roney laundering? (e.g.
the Law Society)

Yes/No

If yes, please specify below:

Do you feel you have a reasonable excuse for nosdiosing the matter to the
SOCA? (e.g. are you a lawyer and wish to claim legprofessional privilege?)
Yes/No

If yes, please set out full details below:

Are you involved in a transaction which might be grohibited act under sections
327- 329 of the Act and which requires appropriateonsent from the SOCA?
Yes/No

If yes, please give details below:

Please set out below any other information you fe& relevant:

Please do not discuss the content of this repotthvanyone you believe to

be involved in the suspected money laundering attidescribed. To do so may
constitute a tipping off offence, which carries aarimum penalty of Syears’
imprisonment.




THE FOLLOWING PART OF THIS FORM IS FOR COMPLETIONYBTHE MLRO

Date report reCeIVE: ... ... i et e e e e

CONSIDERATION OF DISCLOSURE:

Action plan:

OUTCOME OF CONSIDERATION OF DISCLOSURE

Are there reasonable grounds for suspecting moneguindering activity?

[Please tick the relevant box]

If there are reasonable grounds for suspicion, wila report be made to the
SOCA?

Yes/No

If yes, please confirm date of report to SOCA:

and complete the box below:

Details of liaison with the SOCA regarding the repd:
Notice Period: ............ccovvinnnn (0 T

Moratorium Period: ..o 80

Is consent required from the SOCA to any ongoing ormminent transactions
which would otherwise be prohibited acts?
Yes/ No

If yes, please confirm full details below:




Date consent received from SOCA:

Date consent given by you to employee:

If there are reasonable grounds to suspect moneydadering, but you do not
intend to report the matter to the SOCA, please saiut below the reason(s) for
non-disclosure:

[ Please set out any reasonable excuse for non-disclosure]

Date consent given by you to employee for any prdbited act transactions to

Other relevant information:

THIS REPORT TO BE RETAINED FOR AT LEAST FIVE YEARS




Confidential reporting policy

1.

Employees are often the first to realise that theey be something seriously
wrong within the Council. However, they may notpess their concerns
because they feel that speaking up would be diktoytheir colleagues or to the
Council. They may also fear harassment or vicatios. In these circumstances
it may be easier to ignore the concern rather tiegnort what may just be a
suspicion of malpractice.

The Council is committed to the highest possibdmagards of openness, probity
and accountability. In line with that commitmenrg expect employees, and
others that we deal with, who have serious concalposit any aspect of the
Council’'s work to come forward and voice those @ns. It is recognised that
most cases will have to proceed on a confidentialsh

This policy document makes it clear that you casaavithout fear of
victimisation, subsequent discrimination or disadege. This Confidential
Reporting policy is intended to encourage and enabiployees to raise serious
concerns within the Council rather than overlookangroblem or ‘blowing the
whistle’ outside.

The policy applies to all employees and those eatdrs working for the
Council on Council premises, for example, agenaif,dbuilders, drivers. It also
covers suppliers and those providing services uaadentract with the Council
in their own premises, for example, care homes.

These procedures are in addition to the Counadapaints procedures and
other statutory reporting procedures applying tosaepartments. You are
responsible for making service users aware of xistence of these procedures.

This policy has been discussed with the relevaaetiunions and professional
organisations and has their support.

Aims and Scope of this Policy

7.

This policy aims to :-

(a) Encourage you to feel confident in raising seriooiscerns and to question
and act upon concerns about practice.

(b) Provide avenues for you to raise those concernsexgive feedback on any
action taken.

(c) Ensure that you receive a response to your conegwhshat you are aware
of how to pursue them if you are not satisfied.




10.

(d) Reassure you that you will be protected from pdss#prisals or
victimisation if you have a reasonable belief @t have made any
disclosure in good faith.

There are existing procedures in place to enahleydodge a grievance relating
to your own employment. The Confidential Reportiaicy is intended to
cover major concerns that fall outside the scopatioér procedures. These
include :

(&) Conduct which is an offence or a breach of law.

(b) Disclosures related to miscarriage of justice.

(c) Health and safety risks, including risks to thelmuas well as other
employees.

(d) Damage to the environment.

(e) The unauthorised use of public funds.

() Possible fraud and corruption.

(g) Sexual or physical abuse of clients.

(h) Other unethical conduct.

Thus, any serious concerns that you have abouaspsct of service provision or
the conduct of Officers or Members of the Councibthers acting on behalf of
the Council can be reported under the ConfideRegorting Policy. This may
be about something that :

(a) Makes you feel uncomfortable in terms of known d&ads, your experience
or the standards you believe the Council subscties

(b) Is against the Council’s Procedure Rules and padici
(c) Falls below established standards of practice.
(d) Amounts to improper conduct.

This policy does not replace the corporate comfdginocedure.

Harassment or Victimisation

11.

12.

13.

The Council is committed to good practice and lEgindards and wants to be
supportive of employees.

The Council recognises that the decision to repaxincern can be a difficult one
to make. If what you are saying is true, you stidwdve nothing to fear because
you will be doing your duty to your employer anadsk for whom you are
providing a service.

The Council will not tolerate any harassment otimgsation (including informal
pressures) and will take appropriate action togmtogyou when you raise a




concern in good faith.

14. Any investigation into allegations of potential mactice will not influence or
be influenced by any disciplinary or redundancycpures that already affect
you.

Confidentiality

15. All concerns will be treated in confidence and gweffort will be made not to
reveal your identity if you so wish. At the appriape time, however, you may
need to come forward as a witness.

Anonymous Allegations

16. This policy encourages you to put your name to yadkeigation whenever
possible.

17. Concerns expressed anonymously are much less powatfwill be considered
at the discretion of the Council.

18. In exercising this discretion the factors to beetaknto account would include :-
(@) The seriousness of the issues raised.
(b) The credibility of the concern.
(c) The likelihood of confirming the allegation frontrabutable sources.

Untrue Allegations

19. If you make an allegation in good faith, but ihst confirmed by the
investigation, no action will be taken against ydij.however, you make an
allegation frivolously, maliciously or for persorgdin, disciplinary action may
be taken against you.

How to Raise a Concern

20. As afirst step, you should normally raise concevite your immediate manager
or their superior. This depends, however, on én®gsness and sensitivity of
the issues involved and who is suspected of thenaetice. For example, if you
believe that management is involved, you shouldaggh the Chief Executive,
Director of Corporate Services, Monitoring Offiaarinternal Audit.

21. Concerns may be raised verbally or in writing. Eogpes who wish to make a
written report are invited to use the followingraat :-

(&) the background and history of the concern (giviglgvant dates); and
(b) the reason why you are particularly concerned athusituation.

22. The earlier you express the concern the easigetat iake action.




23.

24,

25.

26.

Although you are not expected to prove beyond dthbtruth of an allegation,
you will need to demonstrate to the person contkittat there are reasonable
grounds for your concern.

Obtain advice/guidance on how to pursue mattec®ntern may be obtained
from :-

Chief Executive Tel: 388011
Director of Corporate Services Tel: 388302
Monitoring Officer

(Borough Solicitor) Tel: 388307
Chief Internal Auditor. Tel: 388140

You may wish to consider discussing your concetth wicolleague first and you
may find it easier to raise the matter if theretare (or more) of you who have
had the same experience or concerns.

You may invite your trade union, professional agstmn representative or a
friend to be present during any meetings or ineagi in connection with the
concerns you have raised.

How the Council will Respond

27.

28.

29.

30.

31.

The Council will respond to your concerns. Do fooget that testing out your
concerns is not the same as either accepting ectireg them.

Where appropriate, the matters raised may :-

(a) be investigated by management, internal auditrautlh the disciplinary
process.

(b) be referred to the Police.

(c) be referred to the External Auditor; and

(d) form the subject of an independent inquiry.

In order to protect individuals and those accudedisdeeds or possible
malpractice, initial enquiries will be made to deciwhether an investigation is
appropriate and, if so, what form it should taRéne overriding principle which
the Council will have in mind is the public intere€oncerns or allegations
which fall within the scope of specific proceduf&s example, child protection
or discrimination issues) will normally be referried consideration under those
procedures.

Some concerns may be resolved by agreed actioouwtithe need for
investigation. If urgent action is required thisl waken before any investigation
is conducted.

Within ten working days of a concern being raidbd, person with whom you
raised the concern will write to you :-

(&) acknowledging that the concern has been received;




32.

33.

34.

35.

(b) indicating how we propose to deal with the matter;

(c) giving an estimate of how long it will take to prde a final response;

(d) telling you whether any initial enquiries have beesde;

(e) supplying you with information on staff support rhanisms; and

(H telling you whether further investigations will ®place and if not, why not.

The amount of contact between the Officers considehe issues and you will
depend on the nature of the matters raised, trenpal difficulties involved and
the clarity of the information provided. If necasg the Council will seek
further information from you.

Where any meeting is arranged, off-site if you $sshywyou can be accompanied
by a Union or professional association represesgatr a friend.

The Council will take steps to minimise any diffites which you may
experience as a result of raising a concern. istance, if you are required to
give evidence in criminal or disciplinary proceegsrthe Council will arrange for
you to receive advice about the procedure.

The Council accepts that you need to be assurédhianatter has been properly
addressed. Thus, subject to legal constraintsyienform you of the outcome
of any investigation.

The Responsible Officer

36.

The Chief Executive has overall responsibility floe maintenance and operation
of this policy. That Officer maintains a recordaoincerns raised and the
outcomes (but in a form which does not endanger gonfidentiality) and will
report as necessary to the Council.

How the Matter Can Be Taken Further

37.

This policy is intended to provide you with an avemwithin the Council to raise
concerns. The Council hopes you will be satisfigth any action taken. If you
are not, and if you feel it is right to take thetteaoutside the Council, the
following are possible contact points :-

() the external auditor;

(b) your Trade Union;

(c) your local Citizen Advice Bureau;

(d) relevant professional bodies or regulatory orgdiuss;
(e) arelevant voluntary organisation;

(H the Police.

If you do take the matter outside the Council, whould ensure that you do not
disclose confidential information. Check with tt@ntact point about that.




